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New scam tactic called ‘juice jacking’
targets travelers to steal data when phones

are plugged into public charging kiosks
NYS DCP warns New Yorkers of scams

Submitted by the New York Department of Stafe’s
Division of Consumer Protection

For this week’s “Tuesday’s
Tips,” the New York Depart-
ment of State’s Division of Con-
sumer Protection is warning
New Yorkers of a potential scam
called “juice jacking,” where
thieves place hidden skimming
units inside USB ports of pub-
lic cellphone charging kiosks at
airports, hotels and other public
spaces to steal data.

With peak travel season ap-
proaching, New Yorkers are
urged to take protective mea-
sures to reduce the risk of data
theft when traveling given the
wide array of scams plaguing the
marketplace.

“Summer is peak travel season,
when New Yorkers are constant-
ly on the go heading to events,
gatherings and vacations with
friends and family,” Secretary of
State Robert J. Rodriguez said.
“Unfortunately, nefarious scam-
mers are always at work finding
new ways to target unsuspecting
consumers and steal their per-
sonal information. If you need to
charge your phone or any device
while traveling, it’s important to
pay attention to how and where
you charge these items to protect
yourself from falling victim to a
potential ‘juice jacking” scam.”

The FBI and the Federal Com-
munications Communication
(FCC) have issued warnings
about the “juice jacking” scam.
The FCC has a dedicated web-
page warning that malware in-
stalled through a corrupted USB
port can lock a device or export
personal data and passwords
directly to a skimming perpetra-

tor. Before using a public phone
charger, consumers should un-
derstand how hackers can po-
tentially steal data through these
kiosks, and that any device that
requires charging via USB is vul-
nerable —including tablets, smart
watches and laptops.

Tips to Help Prevent ‘Juice
Jacking’

\ Carry a portable battery
charger and your own charging
cables.

\ Use the wall plug-in socket to
charge your devices.

V If you plug your device into a
USB port and a prompt appears
asking you to “share data” or
“trust this computer” or “charge
only,” always select “charge
only.”

\V If you need to charge your
device through a USB port,
consider a USB device called
a data blocker that connects to
your phone’s charging cable and
keeps data from being transmit-
ted through the USB cord.

V If you must use a public
charging station, power off your
device before plugging it into the
charging port.

About the New York
State Division

of Consumer Protection

The New York State Division
of Consumer Protection pro-
vides resources and education
materials to consumers, as well
as voluntary mediation services
between consumers and busi-
nesses. The consumer assistance
helpline (1-800-697-1220) is avail-
able from 8:30 a.m. to 4:30 p.m.
weekdays, excluding state holi-
days. Consumer complaints can
be filed at any time at www.dos.
ny.gov/consumer-protection. For
other consumer protection tips
and consumer alerts, consumers
can follow the New York Depart-
ment of State on Facebook, Twit-
ter and Instagram, and check in
every Tuesday for more practical
tips that educate and empower
consumers on a variety of topics.
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24800 block of Creek Road,
forgery - Phone complaint; po-
trols responded.

¢S. Ninth/Center streets, check
welfare - Caller reported a male
was walking around the area and
having uncomfortable conversa-
tions. Patrol checked area, unable
to locate.

*200 block of Pletcher Road,
disturbance  non-domestic
- Caller to 911 reported a cus-
tomer was being irate. Patrols re-
sponded; civil issue found, parties
advised for the night.

*5900 block of Ward Road,
harassment — 911 text by a ju-
venile; patrols responded with the
parent present. Juvenile stated pic-
tures through Snapchat were sent
to an unknown account and he
was being emailed to send money.
Patrols advised subject to delete
the Snapchat account, and not to
send money. Subject also advised
to recontact LPD if there are any
further issues. Patrol cleared.

eLocations on the 4600 block
of Creek Road; the 5800
block of Buffalo Street; and
on Niagara Scenic Parkway/
Pletcher Road, vehicle/traffic
stops — Calls officer initiated. Vio-
lations per stop were driver cited
for failure to yield right of way,
left turn, with warning for address
change; seven drivers cited for seat
belt violations; registered owner,
speed in zone, vehicle clocked
at 55 mph in a 35 mph zone at
Pletcher Road/Riverwalk Drive.
Patrols reported issuing warnings
to four drivers at different locations

for motor vehicle violations.
Sunday, June 4

*1800 block of Ridge Road,
MVA-injuries - Caller to 911
stated a vehicle struck the house;
no airbag deployment. Patrols re-
sponded; driver passed field sobri-
ety testing. Heavy frontend dam-
age reported fo vehicle.

eNiagara Scenic Parkway/
Pleicher Road, suspicious
activity — Caller stated a vehicle
was parked on a running path and
the cﬁiver was asleep. Male driver
told patrol he was from New York
City, heading to Niagara Falls and
became lost. Male said it was safe
to sleep there. Subject found to be
OK.

5000 block of Callan Drive,
noise complaint - Caller report-
ed a neighbor was using a lawn
mower and leaf blower and said
he believes it was a noise viola-
tion. Patrol told the resident it was
not a violation to use the equip-
ment.

¢ 100 block of S. Water Street,
fire - Caller reported a burning
odor in the basement; burnt fuse
found.

200 block of N. Third Street,
assist — Caller said an unknown
person keeps knocking on his
door. Patrols responded.

eLocations at Niagara Scenic
Parkway/Pletcher Road;
and at Pletcher/Calkins
roads, vehicle/traffic stops
- Calls officer initiated. Viola-
tions per stop were driver cited
for speed in zone, vehicle clocked
at 56 mph in a 35 mph zone at
Pletcher/Riverwalk Drive; and reg-

istered owner cited for obstructed
plate violation; warning issued for
speed in zone. Uniform traffic tick-
ets issued for Lewiston Town Court.
Patrols reported issuing warnings
to two drivers at different locations
for motor vehicle violations.

Dirty Windows?

WINDOW & GUTTER CLEANING

$25 oFF
NEW PROGRAMS

Kleen
Windows, Inc.

(71 6)773 -7580 www.kleenwindows.com

"I'm not quite sure how to

put this, but...I'm kind of a
Big Deal around here".
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ONLINE AT WLVL.COM

- ONE-DAY CONCRETE FLOOR COATINGS
From The Best In The Business

INDUSTRIAL
RESIDENTIAL

COMMERCIAL

LIMITED TIME

$500 OFF |

+ Premium Floor Coatings, v Experienced Installers
v Installed In 1 Day! ¥ 12 Hours - To Walk ON,
Lifetime Warranty 24 Hours - To Move
" Durable Low Heavy Items and
Only 48 Hours -

To Drive On!
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1 < .
\ Your Next Project When Calling Today!* ;
1 6 months same as cash financing Maintenance Product
: *Offer cannot be combined with additional offers and must be presented

at point of sale. Expires 7/30/2023, ¥ Mare Durable Than Epay

“Professional group of guys who show pride
in their workmanship. The concrete looks
wonderful and the dedication they have shows
in the final products' outcome.”
—Tristan K.

Call today
855-592-1289

NN

NIAGARA FRONTIER PUBLICATIONS

Since 1944

TRIBUNE/SENTINEL ° DISPATCH * PENNYSAVER

ADVERTISINGISALES!

MEDIA CONSULTANT,
EULIRORIPARIT:NIIME]

Niagara Frontier Publications is seeking a motivated Outside Sales
Representative to sell print and digital advertising in Lewiston and
Northern Niagara County. The position involves serving established
accounts and growing business by proactively seeking new clients.

Strong organizational, communication, and computer skills
Team player Base plus commission

Direct your resume with cover letter to

Human Resources

1859 Whitehaven Road Grand Island, N.Y. 14072
or email to skip@wnypapers.com
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